An architecture for a peer-to-peer mobile ad-hoc network offering distributed information provision is presented. Any user can volunteer to become an information server (a server-user). Volunteering implies devoting some of the user's computational resources (storage, bandwidth, processing power) to serving information. An incentive scheme is proposed to encourage end-users to become server-users. The latter are rewarded proportionally to the number of end-user queries served. The proposed architecture is specified as a protocol suite taking security and privacy aspects into account. Details are given on an implementation completed on a WiFi ad-hoc network for the specific case of a distributed tourist information service.
Introduction
The new-generation mobile devices (e.g. cell phones, PDAs ...) are enabled with wireless communications technologies like IEEE 802.11b WiFi, which paves the way to a broad range of services based on ad-hoc networks, i.e. spontaneous networks without an underlying infrastructure. Clearly, a wireless ad-hoc network spanning a local or a metropolitan area is an extremely flexible and powerful tool, allowing extensive peer-to-peer communication. Access points in these new wireless networks can be viewed as peers whose number and geographical span can be much larger than what is affordable with conventional peer-to-peer wired networks. From the topology standpoint, the ad-hoc model is particularly well suited to set up hop-by-hop communication to end-nodes connected to such wireless peer-to-peer networks.
In this paper, we propose an information system aiming to provide information just in time and just in place in a specific area. Specifically in our scenario, the system is deployed in a city within which a user, regardless of her location, can request information any time using her WiFi mobile device and its associated software. As justified above, we assume that access to information is made possible by a metropolitan ad-hoc network based on WiFi peers.
A typical application would be tourist information: a person touring a city can query the system to obtain a list of museums near her current location or some information about a given historical building she is currently visiting.
The system we have just sketched needs an architecture with several information servers replicating the knowledge, because a single information server could become a bottleneck due to downloads of large pieces of multimedia content (pictures, videoclips, etc.) or due to temporary connectivity loss caused by dynamic changes in the topology of the ad-hoc network. However, using several servers poses the problem of the cost associated to installing a large number of servers around the city plus the costs resulting from their subsequent administration.
Instead of incurring the expense of installing and maintaining many servers, we propose to trust individual users to offer services to the WiFi ad-hoc network like in classic peer-to-peer communities (e.g. BitTorrent, Gnutella, etc). To keep the network running efficiently, we suggest to properly motivate the users to devote some of their computing resources to providing those services.
Previous Work
Providing and exchanging information between users is a research topic heavily addressed in the literature. At the beginning, the information-sharing systems followed a client-server paradigm (e.g. Napster) with the bottleneck problems associated to this kind of structure. Afterwards, real peer-to-peer networks arose, and decentralized content-sharing applications appeared, which avoided the clientserver related problems. Examples of this approach are BitTorrent or Gnutella.
Peer-to-peer applications are often deployed in traditional wired networks, although most of them could also work on wireless ad-hoc networks. In [6] some applications working on mobile ad-hoc networks are presented. Within the scope of mobile peer-to-peer networks, we can find the iClouds Project [5] which investigates several kinds of collaboration among mobile users using the hop-by-hop communication paradigm related to ad-hoc networks.
As stated in [16] , the motivation of users to participate in the community is a crucial factor for the success of a peer-to-peer system. The authors of that paper describe various methods to motivate different kinds of users and describe the design of a peer-to-peer system called Comutella, which has been developed for supporting file and service sharing.
[4] presents I-Help, a system devoted to sharing help between students where participation can be rewarded either in real dollars (for paying teaching assistants) or in marks improvement (for students). This system also uses hired knowledgeable persons, teaching assistants or lecturers, to be constantly on-line and to immediately answer any question. This kind of users can be considered knowledge providers in this system, and they are very similar to the information providers presented in our proposal.
